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DETAILED ACTION 

Response to Amendment 

1 . The Applicant's amendment, filed 31 October 2008, has been received, entered 
into the record, and considered. 

2. As a result of the amendment, claims 1-2 have been amended. Claims 3-4 and 
7-52 are canceled. Therefore, claims 1-2, 5-6 and 53-54 are now presented for 
examination. 

3. Any claim objection/rejection not repeated below is withdrawn due to Applicant's 
amendment. 

4. Any well known art statements from the previous office actions not argued by the 
Applicant are taken as admittance of prior art as per MPEP 2144.03. 

Admitted Prior Art 

5. The examiner acknowledges in the response dated 14 April 2008 from the 
Applicant, the figures 1-4 are Applicant's Admitted Prior Art. The examiner further 
points out par. [1] - par. [25] on pages 1-7 and par. [62] - par. [65] on pages 18-19 of 
the Applicant's original disclosure are also deemed as Prior Art since they are the 
corresponding paragraphs of detail description of figures 1-4. 

Claim Interpretation 

6. On page 4 of the remark, the Applicant states the amendment to claim 1 is 
supported by paragraphs [78]-[82] of the original disclosure. As explained in the 
paragraphs [78] - [82] on pages 21-22 of the original disclosure, the Applicant discloses 



Application/Control Number: 10/669,472 Page 3 

Art Unit: 2435 

"...After all the processes required for ciphering activation, all data to be transferred is 
ciphered and transmitted". Therefore, the newly added claim limitation of "ciphering 
additional call information to be transmitted..." to claim 1 can be reasonably interpreted 
as ciphering all data to be transferred after all the process required for ciphering 
activation and call information can be reasonably interpreted as any data transmitting 
between terminal and network in view of Applicant's original disclosure. 

Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 1 02 of this title, if the differences between the 
subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made to a 
person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 
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9. Claims 1, 5-6 and 53 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Applicant's Admitted Prior Art (hereinafter as Admitted Prior Art) in view of Arata et 
al. (European Patent publication number 0617528 A2, published on 28 September 1994 
and hereinafter as Arata et al.). 



As per claim 1, Admitted Prior Art discloses a method of ciphering call 
information transferred between a mobile communication terminal and a network, 
comprising: 

connecting a call between the terminal and the network (e.g. figs. 1, 2 and 
3 of Admitted Prior Art and "...when any user transmits or receives a call using 
terminals 110, 120, the terminal is connected to a respective one of the base 
stations 111, 1 21 " - e.g. par. [1 0] on page 4 of Admitted Prior Art and "... .When a 
terminal 10 transmits a connection management... service request message 301 
to the network 20 in order to transmit a voice call..." - e.g. par. Par. [16] on page 
5 of Admitted Prior Art); 

transferring call information between the terminal and network without 
ciphering the call information (step 402 in fig. 4 of Admitted Prior Art. 
Please note step 403 "Perform the ciphering?" follows step 402 and 
therefore, it is clear the communication in step 402 is not ciphered); 



transmitting a ciphering authentication request message from the network 
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to the terminal in response to the ciphering request (step 202 in fig. 2 of 
Admitted Prior Art and step 302 in fig. 3 of Admitted Prior Art); 
transmitting a ciphering authentication response message from the 
terminal to the network in response to the ciphering authentication request 
message (step 203 in fig. 2 of Admitted Prior Art and step 303 in fig. 3 of 
Admitted Prior Art); 

transmitting a ciphering activation completion message from the network 
to the terminal in accordance with the ciphering authentication response 
message (step 204 in fig. 2 of Admitted Prior Art and step 304 in fig. 3 of 
Admitted Prior Art); and 

ciphering additional call information to be transmitted between the 
terminal and network after the ciphering activation completion message is 
received from the network (When a mobile communication terminal 
requests registration to the network, the network performs the user 
authentication process of confirming whether the terminal is an 
authenticated terminal. The ciphering activation process then determines 
whether data to be transferred between the terminal and network should 
be ciphered. ..Once the ciphering activation is set up between the mobile 
communication terminal and the network through the ciphering activation 
process, the call information is ciphered and then transferred there 
between - paragraphs [3] - [4] of Admitted Prior Art and Finish procedure 
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data to be transmitted after the procedure is ciphered step 413 in fig. 4 of 
Admitted Prior Art). 



Although Admitted Prior Art disclose receive registration 
request/CM service request without ciphering (Step 402 in fig. 4. Perform 
the ciphering? In step 403 is performed after step 402 and thus, received 
registration request/CM service request message is not ciphered and 
please note received registration request/CM service request message 
corresponds to Applicant's call information), transmitting a ciphering 
request for call information from the network to the terminal after the call 
information has been transferred between the terminal and network 
without ciphering (e.g. step 407 in fig. 4 of Admitted Prior Art), Admitted 
Prior Art does not disclose transmitting a ciphering request for call 
information from the terminal to the network and wherein the ciphering 
request is transmitted during transfer of data from the terminal to the 
network during the call. 

However, Arata et al. discloses transmitting a ciphering request for 
call information from the terminal to the network and wherein the ciphering 
request is transmitted during transfer of data from the terminal to the 
network during the call (When the user of a radio telecommunication 
apparatus requests a privacy mode and a call origination.. .sends a call 
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signal including the requested privacy mode to a base station - e.g. 
abstract) 

Admitted Prior Art and Arata et al. are analogous art of the same 
field of mobile communication. 

It would have been obvious for a person with ordinary skill in the art 
at the time of the invention to incorporate Arata et al.'s transmitting a 
ciphering request for call information from the terminal to the network and 
wherein the ciphering request is transmitted during transfer of data from 
the terminal to the network during the call into Admitted Prior Art's method 
or replace Admitted Prior Art's transmitting a registration request from the 
terminal to the network with Arata et al.'s transmitting a ciphering request 
for call information from the terminal to the network. 

The motivation of doing so would have been to enable a caller/user 
to "sends a call signal including the requested privacy mode to a base 
station" to enable the terminal to transmit the request if the ciphering 
request has not been raised by the network and "use a privacy mode 
having a voice privacy feature which protects the user's communicated 
voice signal against eavesdropping", as taught by Arata et al. (abstract 
and col. 2, lines 40- 43). 

As per claim 5, Admitted Prior Art - Arata et al. discloses a method 
as applied above in claim 1 . Admitted Prior Art - Arata et al. further 
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discloses wherein the call information includes a voice information (e.g. 
figs. 1-4 of Admitted Prior Art and abstract of Arata et al. ). 

As per claim 6, Admitted Prior Art - Arata et al. discloses a method 
as applied above in claim 1. Admitted Prior Art - Arata et al. further 
discloses wherein the call information includes data and wherein the 
ciphering request is transmitted during transfer of data from the terminal to 
the network during the call (e.g. figs 1-4 of Admitted Prior Art and abstract 
of Arata et al.). 

As per claim 53, Admitted Prior Art - Arata et al. discloses a method as applied 
above in claim 1 . Arata et al. further discloses wherein the ciphering request is 
generated and transmitted without including a RAND value for ciphering activation (e.g. 
abstract of Arata et al.). 

10. Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Applicant's Admitted Prior Art (hereinafter as Admitted Prior Art) in view of Arata et al. 
(European Patent publication number 0617528 A2, published on 28 September 1994 
and hereinafter as Arata et al.) as applied to claims 1 , 5-6 and 53 above, and further in 
view of Al-Tawil et al. (IEEE publication "A new authentication protocol for GSM 
network", published in 1998 (herein after as AL-Tawil et al.) 

As per claim 2, Admitted Prior Art - Arata et al. discloses a method as applied 
above in claim 1 . Admitted Prior Art - Arata et al. does not expressly disclose wherein 
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the ciphering authentication request message includes a RAND value and wherein the 
key value is generated by the terminal based on the RAND value. 

However, this well known feature of wherein the ciphering authentication request 
message includes a RAND value and wherein the key value is generated by the 
terminal based on the RAND value is disclosed in the AL- Tawil et al. ("a random 
number RAND is sent" - e.g. page 22, left column, lines 35-36) and wherein the key 
value is generated by the terminal based on the RAND value (page 22, right column). 

Admitted Prior Art - Arata et al. - AL- Tawil et al. are analogous art of the same 
field of mobile communication. 

It would have been obvious to a person with ordinary skill in the art at the time of 
the invention to incorporate AL- Tawil et al.'s wherein the ciphering authentication 
request message includes a RAND value and wherein the key value is generated by the 
terminal based on the RAND value into Admitted Prior Art - Arata et al. motivated by to 
provide "less signaling traffic and better call set up time that can be used in GSM 
networks", as disclosed in the abstract of AL- Tawil et al. 
1 1 . Claim 54 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Applicant's Admitted Prior Art (hereinafter as Admitted Prior Art) in view of Arata et al. 
(European Patent publication number 0617528 A2, published on 28 September 1994 
and hereinafter as Arata et al.) as applied to claims 1 , 5-6 and 53 above, and further in 
view of Examiner's Official Notice. 

As per claim 54, Admitted Prior Art - Arata et al. discloses a method as applied 
above in claim 1 . Admitted Prior Art - Arata et al. does not explicitly disclose 
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comprising: transmitting a ciphering deactivation request message from the terminal to 
the network during at a time when ciphered data is being transferred between the 
terminal and network; and deactivating ciphering in response to the ciphering 
deactivation request message, the ciphering being deactivated during the call. 

However, as evidenced by Arata et al. reference, in col. 3, lines 1 1-24, Arata et 
al. discloses "...In response to the inputted information, the portable apparatus sends a 
call signal including the user's requesting mode to a base station..." 

It would have been obvious to a person with ordinary skill in the art that a 
ciphering request (i.e. user's requesting mode) can include a ciphering deactivation 
request transmitting a ciphering deactivation request message from the terminal to the 
network during at a time when ciphered data is being transferred between the terminal 
and network and deactivating ciphering in response to the ciphering deactivation 
request message, the ciphering being deactivated during the call, which is well known in 
the art at the time of invention. Examiner takes Official Notice that a ciphering request 
can include a ciphering deactivation request transmitting a ciphering deactivation 
request for the call information from the terminal to the network and performing 
ciphering deactivation and transmitting a ciphering deactivation completion message to 
the terminal in response to the ciphering deactivation request message. The motivation 
of doing so would have been "to adopt the mode other than the privacy mode", as 
taught by Arata et al. (col. 3, lines 23-24). 

The examiner respectfully points out a person with ordinary skill in the art is 
someone having common sense and ordinary creativity (KSR v. Teleflex 550 U.S., 127 
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S. Ct. 1727 (2007) will easily recognize that the steps claim 54 are merely "The 
combination of familiar elements according to known methods is likely to be obvious 
when it does no more than yield predictable results." KSR at 1739 
Response to Arguments 

12. Applicant's arguments filed 31 October 2008 have been respectfully and fully 
considered but they are not persuasive. 

1 3. The Applicant's arguments are summarized as below: 

> AAPA does not teach "ciphering additional call information to be 
transmitted between the terminal and network after the ciphering 
activation completion message is received from the network, wherein the 
ciphering request is transmitted during transfer of data from the terminal to 
the network during the call", the examiner respectfully disagrees. 

First, as set forth clearly in the record, the examiner does not use 
AAPA reference alone to address this newly amended claim limitation. 
Instead, the combined teachings of AAPA and Arata et al. met the claimed 
limitation. Also, Applicant is respectfully reminded that One cannot show 
nonobviousness by attacking references individually where the rejections 
are based on combination of references. See In re Keller, 642 F. 2d 413, 
208 USPQ 871 (CCPA 1981); In re Merck & Co., 800 F. 2d 1091, 231 
USPQ 375 (Fed.Cir. 1986). 

Second, the newly added claim limitation of "ciphering additional call 
information to be transmitted..." to claim 1 can be reasonably interpreted 
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as ciphering all data to be transferred after all the process required for 
ciphering activation and call information can be reasonably interpreted as 
any data transmitting between terminal and network in view of Applicant's 
original disclosure. (Please above claim interpretation) 

Third, as set forth clearly in the above rejection that AAPA 
discloses ciphering additional call information to be transmitted between 
the terminal and network after the ciphering activation completion 
message is received from the network {When a mobile communication 
terminal requests registration to the network, the network performs the 
user authentication process of confirming whether the terminal is an 
authenticated terminal. The ciphering activation process then determines 
whether data to be transferred between the terminal and network should 
be ciphered. ..Once the ciphering activation is set up between the mobile 
communication terminal and the network through the ciphering activation 
process, the call information is ciphered and then transferred 
therebetween - paragraphs [3] - [4] of Admitted Prior Art and Finish 
procedure data to be transmitted after the procedure is ciphered step 41 3 
in fig. 4 of Admitted Prior Art). Although Admitted Prior Art disclose 
receive registration request/CM service request without ciphering (Step 
402 in fig. 4. Perform the ciphering? In step 403 is performed after step 
402 and thus, received registration request/CM service request message 
is not ciphered and please note received registration request/CM service 
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request message corresponds to Applicant's call information), transmitting 
a ciphering request for call information from the network to the terminal 
after the call information has been transferred between the terminal and 
network without ciphering (e.g. step 407 in fig. 4 of Admitted Prior Art), 
Admitted Prior Art does not disclose transmitting a ciphering request for 
call information from the terminal to the network and wherein the ciphering 
request is transmitted during transfer of data from the terminal to the 
network during the call. 

However, Arata et al. discloses transmitting a ciphering request for 
call information from the terminal to the network and wherein the ciphering 
request is transmitted during transfer of data from the terminal to the 
network during the call (When the user of a radio telecommunication 
apparatus requests a privacy mode and a call origination... sends a call 
signal including the requested privacy mode to a base station - e.g. 
abstract). Admitted Prior Art and Arata et al. are analogous art of the 
same field of mobile communication. Thus, it would have been obvious 
for a person with ordinary skill in the art at the time of the invention to 
incorporate Arata et al.'s transmitting a ciphering request for call 
information from the terminal to the network and wherein the ciphering 
request is transmitted during transfer of data from the terminal to the 
network during the call into Admitted Prior Art's method or replace 
Admitted Prior Art's transmitting a registration request from the terminal to 
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the network with Arata et al.'s transmitting a ciphering request for call 
information from the terminal to the network. 

The motivation of doing so would have been to enable a caller/user 
to "sends a call signal including the requested privacy mode to a base 
station" to enable the terminal to transmit the request if the ciphering 
request has not been raised by the network and "use a privacy mode 
having a voice privacy feature which protects the user's communicated 
voice signal against eavesdropping", as taught by Arata et al. (abstract 
and col. 2, lines 40- 43). 

Therefore, AAPA - Arata et al. discloses ciphering additional call 
information to be transmitted between the terminal and network after the 
ciphering activation completion message is received from the network, 
wherein the ciphering request is transmitted during transfer of data from 
the terminal to the network during the call. 
> The terminal never initiates ciphering activation in the Figure 4 of AAPA 
method. Also, the Figure 4 does not connected a call with a network and 
transmit some call information without ciphering, nor does it transmit 
additional call information with ciphering within the same call after the 
terminal initiates ciphering, the examiner respectfully disagrees. 

First, the examiner respectfully invites the Applicant to point out 
where in the Office Action that the examiner ever stated the terminal 
initiates ciphering activation in the Figure 4 of AAPA method? The fact is 
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the examiner stated in the Office Action Although Admitted Prior Art 
disclose receive registration request/CM service request without ciphering 
(Step 402 in fig. 4. Perform the ciphering? In step 403 is performed after 
step 402 and thus, received registration request/CM service request 
message is not ciphered and please note received registration request/CM 
service request message corresponds to Applicant's call information), 
transmitting a ciphering request for call information from the network to the 
terminal after the call information has been transferred between the 
terminal and network without ciphering (e.g. step 407 in fig. 4 of Admitted 
Prior Art), Admitted Prior Art does not disclose transmitting a ciphering 
request for call information from the terminal to the network and wherein 
the ciphering request is transmitted during transfer of data from the 
terminal to the network during the call. 

Second, the amended claim does not recite terminal connect a call 
with a network and it transmit additional call information with ciphering 
within the same call after the terminal initiates ciphering. Instead, it only 
recites connecting a call between the terminal and the network and 
ciphering additional call information to be transmitted between the terminal 
and network after the ciphering activation completion message is received 
from the network, wherein the ciphering request is transmitted during 
transfer of data from the terminal to the network during the call. 
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Third, in order not to repeat herself, the examiner invites the 
Applicant to read above examiner's claim interpretation and rationales to 
reject transmit some call information without ciphering and transmit 
additional call information to be transmitted between the terminal and 
network after the ciphering activation completion message is received 
from the network, wherein the ciphering request is transmitted during 
transfer of data from the terminal to the network during the call. 
> Arata does not teach allowing a user to request ciphering during the call, 
and more specifically after the call has been connected and after call 
information has already been transmitted between the terminal and the 
network without ciphering during the call, transmitting a ciphering request 
from the terminal to the networks after the call information has been 
transferred between the terminal and network without ciphering, wherein 
the ciphering request is transmitted during transfer of data from the 
terminal to the network during the call. In addition, Arata does not teach 
ciphering additional call information to be transmitted between the terminal 
and network, the examiner respectfully disagrees. 

First, as set forth clearly in the record, the examiner does not use Arata 
reference alone to reject claim 1 . Instead, the combined teachings of 
AAPA and Arata et al. met the claimed limitation. Also, Applicant is 
respectfully reminded that One cannot show nonobviousness by attacking 
references individually where the rejections are based on combination of 



Application/Control Number: 10/669,472 Page 17 

Art Unit: 2435 

references. See In re Keller, 642 F. 2d 413, 208 USPQ 871 (CCPA 1981); 
In re Merck & Co., 800 F. 2d 1091, 231 USPQ 375 (Fed. Cir. 1986). 

Second, the claim never recites allowing a user to request ciphering 
during the call and after the call has been connected and after call 
information has already been transmitted between the terminal and the 
network without ciphering during the call and etc. 

Third, Arata discloses in the abstract When the user of a radio 
telecommunication apparatus requests a privacy mode and a call 
origination... sends a call signal including the requested privacy mode to a 
base station - e.g. abstract, which met the claim limitation of the ciphering 
request is transmitted during transfer of data from the terminal to the 
network during the call. 

Therefore, AAPA - Arata et al. discloses all the limitations recited in 
claim 1. 

> Traverse rejection to dependent claims 2 and 54 due to their dependency 
to claim 1 and traverse examiner's official notice used in claim 54, the 
examiner respectfully disagrees. 

First, Applicant's argument for claim 1 as discussed above are 
traversed and therefore, the Applicant's arguments for dependent claims 2 
and 54 are based on dependency on claim 1 are traversed and it is not 
allowable. 
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Second, the examiner cannot find any support in the original disclosure 
that "in the past only the network initiated ciphering deactivation" as 
argued by the Applicant on page 7 of the remark. 

Third, as evidenced by Arata et al. reference, in col. 3, lines 1 1-24, 
Arata et al. discloses "...In response to the inputted information, the 
portable apparatus sends a call signal including the user's requesting 
mode to a base station..." 

However, as evidenced by Arata et al. reference, in col. 3, lines 11- 
24, Arata et al. discloses "...In response to the inputted information, the 
portable apparatus sends a call signal including the user's requesting 
mode to a base station..." 

It would have been obvious to a person with ordinary skill in the art 
that a ciphering request (i.e. user's requesting mode) can include a 
ciphering deactivation request transmitting a ciphering deactivation 
request message from the terminal to the network during at a time when 
ciphered data is being transferred between the terminal and network and 
deactivating ciphering in response to the ciphering deactivation request 
message, the ciphering being deactivated during the call, which is well 
known in the art at the time of invention. Examiner takes Official Notice 
that a ciphering request can include a ciphering deactivation request 
transmitting a ciphering deactivation request for the call information from 
the terminal to the network and performing ciphering deactivation and 
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transmitting a ciphering deactivation completion message to the terminal 
in response to the ciphering deactivation request message. The 
motivation of doing so would have been "to adopt the mode other than the 
privacy mode", as taught by Arata et al. (col. 3, lines 23-24). 
Therefore, both claims 2 and 54 are not allowable. 
Conclusion 

14. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to APRIL Y. SHAN whose telephone number is (571)270- 
1014. The examiner can normally be reached on Monday - Friday, 8:00 a.m. - 5:00 
p.m., EST. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on (571) 272-3859. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
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